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Overview

e Past
® Present
e Future



Past ("ruler of the departed")

e May 2010: rejected for not being an LSM
o symlink restrictions

Jun 2010: LSM sent to LKML

o hardlink restrictions, ptrace attach restrictions

Jul 2010: grew process relationship API

Aug 2010: reverted for being an LSM

Oct 2010: released in Ubuntu 10.10

Nov 2011: clarified what an LSM can be

Dec 2011: released in Chrome OS

Feb 2012: LSM half merged upstream for 3.4
Apr 2012: more ptrace restriction levels



https://lkml.org/lkml/2010/5/31/135
https://lkml.org/lkml/2010/6/21/407
http://lwn.net/Articles/398607/
http://git.kernel.org/?p=linux/kernel/git/torvalds/linux.git;a=commitdiff;h=e163bc8e4a0cd1cdffadb58253f7651201722d56
http://git.kernel.org/?p=linux/kernel/git/torvalds/linux.git;a=commitdiff;h=2d514487faf188938a4ee4fb3464eeecfbdcf8eb
http://git.kernel.org/?p=linux/kernel/git/torvalds/linux.git;a=commitdiff;h=389da25f93eea8ff64181ae7e3e87da68acaef2e

Present

e link restrictions in VFS for 3.6

o atleast 16 years old (Aug 1996)

o had to switch to year-based serial numbering
e bug fixes

o PTRACE_TRACEME

o lockdep

o 32-bit compat prctl



http://git.kernel.org/?p=linux/kernel/git/torvalds/linux.git;a=commitdiff;h=800179c9b8a1e796e441674776d11cd4c05d61d7
http://git.kernel.org/?p=linux/kernel/git/torvalds/linux.git;a=commitdiff;h=800179c9b8a1e796e441674776d11cd4c05d61d7
http://git.kernel.org/?p=linux/kernel/git/torvalds/linux.git;a=commitdiff;h=9d8dad742ad1c74d7e7210ee05d0b44961d5ea16
http://git.kernel.org/?p=linux/kernel/git/torvalds/linux.git;a=commitdiff;h=9d8dad742ad1c74d7e7210ee05d0b44961d5ea16
http://git.kernel.org/?p=linux/kernel/git/torvalds/linux.git;a=commitdiff;h=7612bfeecc197bbb6629842b5c6ff1967f0a9b70
http://git.kernel.org/?p=linux/kernel/git/torvalds/linux.git;a=commitdiff;h=7612bfeecc197bbb6629842b5c6ff1967f0a9b70
http://git.kernel.org/?p=linux/kernel/git/kees/linux.git;a=commitdiff;h=1a483e0d73b21547442fa990200184844fe5a697
http://git.kernel.org/?p=linux/kernel/git/kees/linux.git;a=commitdiff;h=1a483e0d73b21547442fa990200184844fe5a697

Future

e module restrictions

o load from fd
o tie loading to specific file system

e stacking
o hard-coded in Chrome OS and Ubuntu



http://git.kernel.org/?p=linux/kernel/git/kees/linux.git;a=commitdiff;h=0a12485f7ba60a0ea016703cc6b98050a75754e0
http://git.kernel.org/?p=linux/kernel/git/kees/linux.git;a=commitdiff;h=0a12485f7ba60a0ea016703cc6b98050a75754e0
http://git.kernel.org/?p=linux/kernel/git/kees/linux.git;a=commitdiff;h=0b0da2edcfb9b63e4b0508e376c341be28b84982
http://git.kernel.org/?p=linux/kernel/git/kees/linux.git;a=commitdiff;h=0b0da2edcfb9b63e4b0508e376c341be28b84982

Questions?

keescook@chromium.org
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